Australian Government 



Department of Sustainability, Environment, 
Water, Population and Communities 




The context 



1 . Department of Sustainability, Environment, Water, 
Population and Communities 

a. 2500 users, mostly in Canberra but also Darwin, Hobart, 
Antarctica, Christmas, Norfolk, Cocos Islands, Uluru and 
Kakadu! 

b. Unclassified network, with a Protected Enclave (virtual 
network) 

c. Executive staff with contracted home computing 

d. Strong executive desire for mobile devices, reduced 
paper, improved efficiency.. ..without increasing costs. 
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The challenges 



1 . Non-staff use of devices - yes we know they shouldn't do 
it. 

2. Procurement of trivial items - and administering that 

3. Keeping the personal separate from corporate 

4. Minimising administration and technology demands 

5. Enabling BYOD without compromising the user device or 
corporate compliance 





BYO Principles: 

•Your iTunes Account 
•Your Credit Card 
•Your PC backup 

•We can wipe - 

although we try not to 

•We control password complexity 
•No Jail breaking 

•Corporate data only in the sandbox 
•Only support for Corporate apps 



http://www.wired.com/images_blogs/gadgetlab/2010/09/iTunes10.png 



Mobile Device U; 



Mobile device user n; 



SEWPaC BYOD User Agreement 
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four Own Device (BYOD) Agre 



c Device (PED) Policy before agreeing tc 
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Current status and future challenges 

350 device users - iPhone, iPad, Android. .and. .Windows 

Extending the sandbox functionality (mobile Office 
Service): 

• GoodShare - file synchronisation 

• Office2 - mobile Office app 

• iAnnotate - PDF editor 

Identifying business process changes in the 'new world' 




Thanks 




al.blake@environment.gov.au 
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